UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
THI XA PUC PHO Poc 1ap - Tu do - Hanh phiic

S6: 1162 JUBND-VHTT Dirc Pho, ngay 26 thang 4 nam 2024
VIV tang cuong cong tac dam bao

an toan, an ninh mang trong thoi gian
nghi Le 30/4-01/5/2024

Kinh gir:
- Cac phong, ban nganh, hoi, doan thé thi xa;
-UBND céc xa, phuong.

Theo ndi dung Cong vin s6 762/STTTT-BCVT&CNTT ngay 23/4/2024 cua
S¢ Thong tin va Truyén thong tinh Quang Ngii vé viéc ting cuong cong tac dam
bdo an toan, an ninh mang trong thoi gian nghi Lé 30/4-01/5/2024, UBND thij x4
yéu cAu céac co quan, don vi, dia phuong thuc hién cac nd1 dung sau day:

1. Tang cuong trién khai hoat dong bao dam an toan thong tin mang

- Ra soat cac heé thong thong tin, bao dam céc hé thong thong tin duoc trién
khai ddy du cac bién phap bao vé theo cap d6 an toan; Thyc hién ra soat cac chinh
sach an ninh d6i véi hé théng tuong lta, hé théng phat hién xam nhap, hé théng
phong chong ma doc; cap nhat hé diéu hanh may chu, tng dung, dich vu va cac hé
théng cong nghé théng tin khac.

- Phan cong luc luong tai chd trién khai truc giam sat 24/7; Cha dong theo
ddi thuong xuyén, lién tuc cac hé théng giam sat an toan théng tin tap trung, hé
théng phong, chdng ma doc tap trung dam bao xu ly, khac phuc kip thoi tan cong
mang, canh bdo ma doc dugc xac minh,

- Ra soat, kiém tra va boc g& cac phan mém doc hai cho toan bo may chi,
may tram trong hé thdng mang; trong do6, can wu tién cac hé thong tin co dia chi IP
nam trong danh sach IP mang Botnet dugc Cuc An toan thdng tin canh bao hang
thang hoic dot xuat. Chu dong ra soat cac 15 hong, diém yéu trén cac hé thong
thong tin thuoc pham vi quan ly va trién khai cac giai phap phong ngura va khic
phuc triét dé cac 15 hong, diém yéu da duoc Cuc An toan théng tin, Bo Théng tin
va Truyén théng canh béo.

- Str dung va khai thac hiéu qua Nén tang Diéu phdi xur ly sy ¢b an toan
thong tin mang qudc gia (IRLab).

- T6 chuc tuyén truyen nang cao nhén thirc co ban ky nang vé an toan théng
tin mang, canh giac vé thdng tin xau doc, tin gia va thong tin lira dao trén khong
gian mang cho can bg, cong chuc, vién chirc va nguoi lao dong thudc don vi, dia
phuong.

2. Chi dao, quan tri¢t cong chuc, vién chuc, nguoi lao dong thuong xuyén
tay doi mat khau tai khoan thu dién tr cong vu, ddm bao mat khau di manh (dim
bao mdt khau cé it nhat 8 ky tw va bao gém.‘chit hoa, chir thuong, ky tw dac biét va
chiv s6); tuyét d6i khong str dung thu cong vu cua tinh cip dé dang ky vao céc
mang x4 hoi, dién dan va céc trang thong tin cong cong khac.



3. Néu c6 su cd xay ra can phai bao céo ngay. vé UBND thi x&@ (qua Phong
Van hoa va Thong tin thi xa), S& Thong tin va Truyén thong dé dugc ho trg, phdi
hop xtr ly.

Trong truong hop can hé tro xiv Iy, irng civu va khdc phuc sw co dé nghi
lién hé cdac dau moi ky thudt sau:

- Cuc An toan thong tin - B¢ Thong tin va Truyén thong:

+ Trung tam Ung ctru khan cap khong gian mang Viét Nam (VNCERT/CC),
dién thoai 024.3640.4421 hoic s6 dién thoai truc duong day noéng tmg ciru su ¢d
086.9100.317, thu dién ta: ir@vncert.vn.

+ Trung tdm Giam sat an toan khong gian mang qucA)c~ gia (NCSC), dién
thoai: 024.3209.1616 hodc s6 dién thoai truc duong day nong ho trg gidm sat, canh
bao sém 038.9942.878, thu dién tu: ais@mic.gov.vn.

- 8¢ Théng tin va Truyén théng tinh Quéing Ngii:

- Ong Nguyén Van Nam, Phé Truéng Phong Buu chinh - Vién thong va
Cong ngh¢ thong tin; dién thoai: 0906.546.968.

_- Ba Pham Thi Ngoc Yén, Phé Giam ddc Trung tim Cong nghé thong tin va
Truyén thong Quang Ngai; dién thoai: 0906.835.511.

- Ong Nguyén Cong Nguyén, Chuyén vién Phong Buu chinh - Vién thong
va Cong nge thong tin; dién thoai: 0914.559.068.

- Phong Vin hoa va Thong tin thi xa:

Ong Phan Vin Dung - Chuyén vién phu trach CNTT; dién thoai:
0914.077.227.

Yéu cau cac co quan, don vi, dia phuong trién khai thuc hién./.

KT. CHU TICH

Noi nhin: = PHO CHU TICH
- Nhu trén; LR .
- CT, cac PCT UBND thi x3; Ay '#.7' *a,,
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