UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM
THI XA PUC PHO Doclap - Tw do - Hanh phic
S6: 809 JUBND-VHTT Purc Phé, ngay 27 thing 4 ndm 2022
V/v tang cuong dam bao an toan,

an ninh thong tin mang
trong dip L& 30/4va 01/5

Kinh gui: ) A e e~
- Céc co quan, don thi trén dia thi xa;
- UBND céc xa, phuong.

Theo ndi dung Cong van sd 505/STTTT-BCVT&CNTT ngay 22/4/2022 ciia
S¢ Théng tin va Truyén thong tinh Quang Ngai vé viée ting cudng dam bao an toan,
an ninh théng tin mang trong dip L& 30/4 va 01/5, Chu tich UBND thi xd yéu cau
cac co quan, don vi, UBND céac xa, phuong thuc hién cac ngi dung sau:

1. Thyce hién céc bién phap dam bao an toan, an ninh thong tin mang cho céc hé
thong thong tin thuéc pham vi quan ly theo hudng dan tai Cong van s6 1353/BTTTT
ngay 18/4/2022 (dinh kem theo Cong van nay trén truc lién théng van ban) .

2. Chu dong theo doi, kiém tra, ra soat cac 16 héng bao mat trén cac hé théng
thong tin, thlet bi mang, may chu dé duge canh bao dé kip thoi cap nhat, xu ly, khic
phuc triét dé céac 16 hong bao mat va trién khai cac giai phap phong ngira dé tranh bi
loi dung, khai thac tn cong vao cac h¢ thong, cu can by ky thuat truc, theo doi,
giam sat cac hé thong thong tin trong thoi gian nghi L& dé kip thoi phét hién cac dau
hiéu bat thuong, xtr Iy kip thoi cac van dé phat sinh (néu c6); thuc hién sao lyu dix
licu thuong xuyén.

3. Thuc hién ra soat cac chinh sach an ninh d6i véi hé théng tuong Iira, hé
thong phat hién xam nhap, hé thong phong chéng mi doc; cap nhat hé diéu hanh
may chu, (mg dung, dich vy va cac h¢ thong cong nghé thong tin khac. T1ep tuc thuc
hién don dbc viée kiém tra, danh gia an toan théng tin déi voi hé thdng thong tin,
phan mém theo hudéng dan, trién khai ctia S Thong tin va Truyén thong tai Cong
van 6 266/STTTT-BCVT&CNTT ngay 07/3/2022.

4. Trién khai cac giai phap dam bao an toan thdng tin cho may tinh, thiét bi di
dong ca nhan cta co quan, don vi; cac hoat dong luu trlr, xtr Iy, truyén giri thdng tin
can phai dugc ap dung giai phap ky thuat dé m3 hoa, tuan thi cac tiéu chudn, quy
chuan k¥ thuat dam bao an toan thong tin.

5. Chi dao, quan tri¢t cong chuire, vién chirc, nguoi lao dong khong st dung
chung tai khoan, mat khau trén cac ung dung vo1 mat khau tai khoan thu dién t;
tuyét d6i khong st dung thu cong vu cta tinh dé ding ky vao cac mang x3 hoi, dién
dan va céc trang thong tin cong cdng khéc.



Trong truong hop can hé tro xiv 1y, ikng ciru va khéc phuc sw cé dé nghilién
hé cdc dau moi kj thudt sau:

- Cuc An toan thong tin - Bd Thong tin va Truyén thong:

+ Trung tam Ung ctu khan cip khong gian mang Viét Nam (VNCERT/CC).
Dién thoai 024.3640.4421/086.9100.317. Email: ir@vncert.vn.

+ Trung tdm Gidm sét an toan khong gian mang qudc gia (NCSC). Pién thoai:
024.3209.1616/038.9942.878. Email: ais@mic.gov.vn.

- S6' Thong tin va Truyén thong tinh Quang Ngii:

+ Ong Nguyén Qubc Huy Hoang, Trudong Phong Buu chinh - Vién Thong va
CNTT; Dién thoai: 0982.142.211.

+ Ong Nguyén Cong Nguyén, Chuyén vién Phong Buu chinh - Vién Théng va
CNTT; Dién thoai: 0914.559.068.

+ Ba Pham Thi Ngoc Yén, Trung tdm cong nghé Thong tin va Truyén thong
Quang Ngai; Dién thoai: 0906.835.511.

- UBND thi x4 Ptrc Phé:

+ Ong Phan Vin Dung, Chuyén vién Phong Vin héa va Thong tin thi x3; Pién
thoai: 0914.077.227.

Uy ban nhan dan thi x3 Pac Pho yéu cau cac co quan, don vi, dia phuong
nghiém tdc thuc hién./.
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