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S4: 1355/UBND-VHTT Pirc Phé, ngay 78 thang 6 nam 2021

V/V canh béo hinh thtrc tin
cong gia mao email li€n quan
dén dich Covid-19 va Vaccine

Covid-19

Kinh guri:
- Céc phong, ban nganh, hoi, doan thé thi xa;
- UBND cac xa, phuong.

Thoi gian qua, nhiéu nhom hacker da tan cong lira dao ngudi dung Viét Nam
thong qua hinh thic giri cic email gia mao véi tiéu dé& va noi dung lién quan dén
dich Covid-19 va Vaccine Covid-19 c6 dinh kém file chira ma doc “Giam gia Dien
dich Covid-19.docx” va “Covid-19-Vaccines.xlsm”. Khi nguoi dung mo file nay,
ma doc s& tAn cong vao may tinh, gilp hacker c6 thé diéu khién dugc mdy tinh tir
xa, ra 1énh tai vé cac ma doc khac, danh cép dit liéu, mat khau, chup man hinh,...

Theo ndi dung Cong vin s6 661/STTTT ngay 11/6/2021 cua S Thong tin va
Truyén thong tinh Quang Ngai vé viéc canh bao hinh thirc tan cong gia mao email
lién quan dén dich Covid-19 va Vaccine Covid-19. Chu tich Uy ban nhan déan thi
X& yéu cau cac co quan, don vi, hoi, doan thé, UBND céc x4, phuong chi dao can
b, cong chire, vién chirc va nguoi lao dong thuc hién cac bién phap sau day nham
han ché cac rii ro va nguy co mat an toan thong tin.

1. Théan trong khi mé va tai vé file dinh kém trong email. Truong hop nhan
dugc email nghi ngo gia mao, can lién hé can bo k¥ thuat dé duge hd trg kip thot
hodc truy cap vao trang web https://khonggianmang.vn ctia Trung tdm Giam sat an
toan khong gian mang qudc gia dé stir dung cong cu hd tro kiém tra phong chéng
tan cong gia mao email.

2. Khi phat hién cac hé thdng hay cac ngudn di lidu c6 biéu hién bi tin cong,
trién khai ngay cac bién phap xir 1y ngan chan lay lan trén hé thong va thong bao vé
Poi g ciru sy ¢b an toan thong tin mang tinh Quang Ngai hodc lién hé 6ng Phan
Van Dung - Chuyén vién phong Van hoa va Thong tin thi xa, dién thoai
0914077227, email: pvdung-ducpho@quangngai.gov.vn dé co cac bién phap hd
trg, xu ly kip thoi.

3. Tang cudng cong tac tuyén truyén, nang cao nhan thirc dé nguoi dung co
thé nhan biét dugc phuong thire, hanh vi ciia nhitng ké tan cong lira ddo qua email
va cac hinh thirc tan cong khac trén moi truong mang.


https://khonggianmang.vn/
mailto:pvdung-ducpho@quangngai.gov.vn

Uy ban nhan dan thi xa D¢ Pho yéu cAu céac co quan, don vi s6m trién khai,
thuc hién./.
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